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Abstract - Existing security schemes in 2G and 3G systems are inadequate, as there is a greater demand to provide a more flexible, reconfigurable and scalable security mechanism that can advance as fast as mobile hosts are evolving into full-IP enabled devices. Work has already begun on such an “all-IP’’ end-to-end solution, commonly referred to as 4G systems. Fully-fledged integration between mobile networks and Internet demands fully compatible, time-tested and reliable mechanisms to depend on. SSL/TLS protocol has proved its effectiveness in wired Internet and it will probably be the most promising candidate for future wireless environments.  In this paper, we discuss existing problems related to Authentication and Key Agreement procedures (AKA), such as compromised authentication vectors attacks, as they appear in 2G and 3G systems, and propose how SSL/TLS can be used to overcome these inefficiencies. Further on, we mark down additional benefits that stem from the introduction of SSL/TLS combined with the appropriate PKI elements in the 4G wireless environment. 
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1.  Introduction

In the past few years, there has been an explosive growth in the mobile phones and generally small wireless handheld devices market.  In the years to come, most people will use their handheld device to make wireless security-sensitive transactions like online banking, stock trading, and shopping. Secure Sockets Layer (SSL) [1] is the predominant and most widely used security protocol on the wired Internet. Almost all web servers support some version of SSL/TLS.

Unlike wired networks, no wireless data service today offers this protocol on a mobile device. Performance considerations in using SSL/TLS in a resource-constrained environment drove wireless designers to choose a different and incompatible - gateway oriented - security protocol for their mobile clients [2, 3]. Provided that it is possible to develop a usable, in terms of performance, implementation of SSL for a handheld device [4], we can implement a more secure, flexible and reconfigurable AKA procedure for 4G systems.

  The rest of this paper is organized as follows. In Section 2, we provide an overview of the SSL protocol and how SSL can be included in a future wireless environment. In Section 3, we propose and analyze an AKA mechanism based on SSL/TLS, and the paper is concluded in Section 4.

2. SSL/TLS in the Mobile Environment

SSL/TLS establishes a transport-level secure channel for encrypted communications, between two parties. In fact it is a new security protocol (and layer) between the application layer and the TCP layer in the Internet model. Hence SSL/TLS needs a reliable transport protocol like TCP. The SSL/TLS is offering many advantages, like different applications support, minimal changes at layers above and below and is easy to develop in IP-enabled devices.

On the other hand, IPsec has many of the same advantages as SSL/TLS. However, IPsec must be adequately flexible to support all applications. This complexity may be an important delay factor during development and deployment of IPsec. Additionally, IPsec approach provides too much isolation between application and security services, assuming that all applications within the system need the same security services. In the contrary, SSL/TLS provides isolation between applications and security, but it allows some interaction between the two. For example HTTP need not change when security is added, but the application typically has to decide whether to use SSL/TLS or not. Thus it is easier for each application to apply the security services most appropriate to its needs.

SSL/TLS provides communications privacy through symmetric encryption and integrity through message authentication codes (MACs). Both the IETF’s Transport-Level Security (TLS) and the Wireless Access Protocol (WAP) Forum’s Wireless Transport-Level Security (WTLS) protocol are direct descendants of SSL [5].

The successful use of the SSL/TLS protocol in the internet has proved its usability and effectiveness. Likewise SSL/TLS can be part of an all-IP mobile environment [4]. A mobile device that supports the SSL/TLS protocol can be used for various applications like, HTTP, NNTP and FTP. So it can actively secure electronic transactions via internet including those which require the exchange of private information like passwords, PINs, and credit or pre-paid card numbers, ensuring their secure transport through the network, and providing the subscriber with the essential level of confidence and certainty.

   The necessity for more processing power and memory, has driven smart cards toward more advanced architectures, all the way to where we are beginning to see 32-bit RISC-based ARM processors in smart cards. These cards based on these modern chips from companies like Atmel and Infineon are just appearing in the market, and they can effectively store and protect the subscriber’s private key, generate good pseudo-random values and take over of symmetric key (un)wrapping functions [4,5]. The rest of the calculations, needed by SSL/TLS protocol can be efficiently carried out by the mobile’s device processor. The ASPeCT project has demonstrated that Public-key authentication is possible and GSM and UMTS applications can coexist on a single smart card [6]. A recent study has also shown the feasibility of SSL/TLS in handheld wireless devices [4].

The PLMN capability to pre-load an asymmetric key pair in the USIM-4G card
 combined with public key infrastructure (PKI), allow the CAs to publish temporary certificates (attributes or service certificates), which will admit the access to specific time-limited services and resources. Below we describe in detail such a scenario:

 “The user applies to the serving network to provide him a specific time-limit service and signs his request with his private key, which is stored in the USIM-4G. The request is forwarded to the local CA, which checks its validity and then publishes -on the fly- a temporary signed by it certificate, which specifically designates the service type and its expiration time. The certificate is forwarded back to the user, who can use it correspondingly in a SSL/TLS protected channel, communicating with the provider of the specific service. One of the advantages of these certificates having a short life is that they will not usually need to be revoked and will therefore not need to be included in any CRL. They may also not require revocation if they are issued in respect of a pre-paid subscription service. This mechanism can also support non-repudiation services.” 

  SSL/TLS supports different protocols for creating pre-master keys (RSA, Diffie-Hellman, etc), several different cryptographic algorithms and two different MAC algorithms. In the context of an AKA procedure, these properties can provide the appropriate flexibility in a continuously evolving environment, when the available means (from a perspective of diversity and computational power) at the attackers side are increasing rapidly. The incorporation of the International Mobile Subscriber Number (IMSI) transmission and the Temporary Mobile Subscriber Identity (TMSI) allocation in SSL/TLS based AKA by far enhances the credibility and offers fewer opportunities to potential attackers.

3. An AKA Mechanism Based On SSL/TLS

3.1. Existing Problems in 3G AKA

In UMTS, the ΑΚΑ mechanism is somewhat similar to the authentication in GSM. The idea to use public keys in the process of authenticating the users, was abandoned, mainly due to backwards compatibility (with GSM) and for performance considerations. The authentication in both systems is based on a symmetric secret key K, which is stored in the user’s USIM/SIM card and in the corresponding HE’s AuC in which he made his subscription. The procedure as it is described in [7] is based on the Challenge/Response protocol.

Several known weaknesses in AKA GSM seem to be now fixed in UMTS, through further study and investigation. However, there are still some “gaps” which an attacker can possibly exploit. Below we describe these weaknesses: 

· Passive or active attacks that can compromise authentication vectors either from VLR/SGSN – HE/HLR, which store a number of vectors for each user, or from the VLR/SGSN – HE/HLR link. The problem becomes more important in case the subscriber is roaming between two or more PLMNs, e.g. in different countries, where the home network (ΗΕ/ΗLR) has always to send authentication vectors for use by the serving network. This means that the authentication vectors are very likely to become compromised or spoiled, traveling across different networks which possibly have dissimilar security features [8].

· In some cases the system allows the identification of a user by means of the permanent subscriber identity (IMSI) in clear text. The procedure should be invoked by the serving network when: a) the subscriber registers for the first time in a serving network, or after a long interval of time in which the Mobile Station (MS) has not been used. b) When the network cannot retrieve IMSI from TMSI (VLR/SGSN’s database malfunctions or in handover cases when the IMSI, TMSI pair is transmitted from one VLR/SGSN to another). The procedure is open to passive attacks, where the intruder is waiting for potential IMSI transmissions in clear text or active (man-in-the middle) attacks [8]. Further down, we shall examine a way in which the TMSI allocation procedure can be part of the SSL/TLS AKA mechanism.

· The key sizes and the ciphering and deciphering algorithms are fixed. This makes the whole mechanism inflexible and less secure, whenever security vulnerabilities are discovered in an existing algorithm, as the case for GSM’s A5/1 algorithm [9]. Having a dynamic security mechanism that is able to negotiate and load new encryption modules with different key lengths on demand allows greater flexibility.

· In addition to securing mobile communications, the security mechanisms in mobile devices should be able to provide security services for multimedia applications and IP-based services.

3.2. AKA Based on SSL/TLS Protocol

As we already discussed, the AKA mechanism is based on the symmetric key K, which is used by algorithms f1 through f5 to compute the other parameters. The MS/USIM – Network authentication is mutual as an attempt to enhance GSM. Despite that, during the authentication process, there is always the chance for an intruder to use a compromised authentication vector that he has intercepted either from HE, or from HE – VLR/SGSN link. If that vectors have not been used again, then the attacker can possibly achieve his goals, using a false Base Station (BS) (impersonating the network), or a false MS (impersonating the user).

In the following, we propose an alternative approach for AKA, based on SSL/TLS.

Certainly to implement an AKA mechanism based on SSL/TLS, we need some sort of public key infrastructure (PKI), which is not necessarily part of the speculated 4G network core (Figure 1). 

The proposed mechanism can be implemented in some future time (4G) or in Dual AKA mode devices. More specifically, we assume the following:

· There is some sort of Certification Authority (CA/RA), which issues and revokes certificates.

· 4G-USIM card is crypto-card with good pseudo-random (or random) generation capabilities and in-built crypto accelerator chip.

· Every subscriber possesses a key pair (private + public), and his private key is stored in his USIM-4G card. The keys are generated by the PLMN and associated with the user at registration time.

· Furthermore USIM-4G card is pre-loaded with all the CAs public keys, which exist in the particular PLMN.

· Every network element, which takes part in AKA procedure (VLR/SGSN), possesses a similar key pair and the correspondence digital certificate.

· Every VLR/SGSN keeps track and stores possible CAs Cross reference certificates.  

· There is one-at-least digital certificate database, which stores all the digital certificates (CR) and is being managed by the PLMN’s CA.

· There is one-at-least revoked certificates database (CRL-database), which is being managed by the PLMN’s CA and is accessible from all network elements that belong to the 4G network core.

An AKA mechanism, which includes TMSI allocation and is based on the SSL/TLS protocol, is described hereunder (the engaged parties now are the MS/USIM and the VLR/SGSN only – Figure 2):
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MS initiates the connection sending an MSHello message to VLR/SGSN. This includes the MS security options: the highest version of the SSL/TLS protocol that the MS can support, an ordered by preference list of cryptographic and compression parameters that the MS can sustain, a 32-bit random number and a Session ID. 

· VLR/SGSN replies with its Hello message. If it supports some cryptographic and compression methods common to MS, those are included in its message. Otherwise, the connection is terminated. In addition VLR/SGSN sends its 32-bit random number and a Session ID. If the latter is equal to the MS-Session ID it is implied that the parties are going to use security parameters agreed on a previous session. Otherwise, VLR/SGSN generates a fresh Session ID number denoting a new connection.

· VLR/SGSN sends its digital certificate to MS. This can be an X509v3 certificate or an X509v3 subset.

· MS has to validate the VLR/SGSN’s certificate. First, it certifies that the certificate is published by a CA that it can trust and that the certificate time-validity-period has not expired. Given that changes on those lists are rare, a CAs list with their corresponding public keys, can be pre-stored in the USIM-4G card. Finally, it computes Hash of the certificate and compares it with that existing in the received certificate (it decrypts it using the public key of the CA that has issued the certificate), to assure that the certificate has not been altered in any way (integrity)
.
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VLR/SGSN requests MS certificate which is stored in the USIM-4G card, and concludes its part of the negotiation with a HelloDone message.

· MS generates a pre-master secret value and encrypts it using the VLR/SGNS’s public key. Similarly, it encrypts its IMSI and sends both values back to VLR/SGSN.  

· ΜS has to prove that it possesses the private key that corresponds to the public key which is included in the certificate it previously sent to VLR/SGSN. The message contains a digitally signed hash from all the information which is available to both parties (keys + messages). This hash will be checked by VLR/SGSN.

· VLR/SGSN checks the validity of the MS’s certificate carrying all the above-mentioned tests and further with the last retrieved CRL.

· VLR/SGSN decrypts the pre-master secret value and IMSI using its private key. It also generates TMSI.

· Both parties convert the pre-master secret into master secret. The converting procedures may include MD5 & SHA-1 Hashes with input parameters the Session IDs which both parties exchanged. The master key will be used for ciphering and MAC calculations.

· MS sends Change CipherSpec + Finished messages and VLR/SGSN replies accordingly, including the TMSI in the reply. Note that the Finished messages are cryptographically and integrity protected making use of the previously negotiated parameters. 

3.3. Resuming a Previous Session

To minimize overhead (sophisticated cryptographic calculations and a significant number of protocol messages) in both parties (MS – VLR/SGSN), SSL/TLS defines a mechanism by which two parties can reuse previously negotiated SSL/TLS parameters. As Figure 3 shows, resuming earlier sessions notably streamlines the SSL/TLS AKA negotiation. The two Hello messages define if the session can be resumed or not. Especially, if MS wishes to resume a previous session, then it includes its session ID in the MS Hello message suggesting it to VLR/SGSN. If VLR/SGSN agrees with that, it responds with the same session ID in its own Hello message, otherwise it generates a different session ID value and the full negotiation then takes place [11].

Although session resumption offers a great deal of convenience and efficiency to both parties that use it, systems should exercise some care in employing it. When a single key is employed, encryption inevitably becomes less secure, both as more information is protected and the time passes. Potential attackers gain more data to analyze and more time to perform analysis. So the VLR/SGSN has to set a limit (quantitative and time-limit) above that, the full negotiation will be mandatory. 

3.4. ΑΚΑ Procedure in a Foreign Network

  In case the subscriber is using his mobile device in a foreign network, SSL/TLS AKA procedure remains as is, with the assumption that the Home Network CAs and the Serving Network CAs, have pre-exchange Cross reference certificates. Ιn that case, VLR/SGSN is bound to send to MS the corresponding Cross reference certificate too [10].

4. Conclusions

The ΑΚΑ mechanism, as described by 3GPP, is based on GSM-AKA and it was designed to correct known GSM’s problems and weaknesses. As we already discussed, and to the time the providers will improve their Inter/Intra networks security, there are still some “holes” which potential intruders can take advantage of.  However, the greater drawback of the existing procedure is that it cannot offer a dynamic and flexible authentication and key agreement mechanism, acting rather statically, and facing the problem short-sighted. On the contrary, more flexible, dynamic and scalable mechanisms are necessary in order to support On-Demand services and all-IP end-to-end solutions integrated with Internet environments. SSL/TLS AKA mechanism can be used to overcome these inefficiencies providing real end-to-end security and importing the undoubtedly gainings of PKI in the future wireless systems.
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Figure 3. Resuming an SSL/TLS session
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Figure 2. AKA mechanism based on SSL/TLS protocol
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Figure 1. UMTS-4G architecture and PKI











� The tasks of the asymmetric key creation and storage in the smart card can be assigned to a Trusted Third Party (TTP) by the PLMN.


� We suppose that the existence of any revocation list for the network elements (VLR/SGSN) is not probable, so the MS does not need to check the certificate validity against such a list. If this is not the case, the revocation can be done manually.
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