Scalable Security Management for Wireless Sensor Networks for Medical Scenarios
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Abstract— In the context of ambient intelligence systems, the role of sensor networks is to capture diverse types of information related to individuals, equipment, buildings, and make it available for the provision of sophisticated, unobtrusive, context-aware applications and services. The security and integrity of the data and the communications in the overall architecture is an essential requirement for the end applications and services to be reliable and well accepted by the end-user. 

This paper presents a context-aware security, privacy and trust framework providing adaptability, flexibility and scalability to support the customisation of real-world wireless sensor networks to a diverse set of application spaces. Scalable framework versions with corresponding sets of suitable security mechanisms are identified to form a complete toolbox solution which fits the architecture of Beyond 3G (B3G) environments. The ‘wireless hospital enhanced professional communication’ application space serves as an example scenario for the proposed framework, where each security module is designed to adapt accordingly based on the context information available in each communication in the data flow.
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I. Introduction

Healthcare and medical systems is one of the main areas where Wireless Sensor Networks (WSNs) are envisioned to be utilised. Future healthcare systems will rely on their smart sensing capabilities for a variety of services, ranging from in-hospital monitoring to health incident response. Body Sensor Networks (BSNs) will enable the collection of real-time information about patients’ vital functions. Environmental Sensor Networks (ESNs) in hospitals and residential environments will enable the collection of context information about presence, the localisation of patients and medical staff and the enhanced coordination of medical personnel. The integration of WSNs with B3G environments will enable adequate connectivity for data delivery, and hence remote monitoring and real-time updates of healthcare records.

On top of the connectivity, open architectures and platforms for service control and delivery allow a wealth of communication services and applications to be offered to users and businesses. The integration of WSNs with B3G mobile systems is the main objective of the e-SENSE project, contributing to the evolution and definition of future ‘Ambient Intelligent Mobile Systems’. A flexible protocol stack architecture for WSNs, which allows the incorporation of novel connectivity, management, and middleware concepts into the e-SENSE system, was designed to provide the advanced support functionality and high adaptability required for a wide range of application and deployment scenarios [1].

While the integration of WSNs in B3G environments can enable the collection and communication of valuable real-time healthcare information, the security and integrity of the data and the communications are essential requirements for such applications and services to be reliable, while the protection of the privacy of end users is essential for their adoption. The general objective of our work is to define how lightweight security services will be provided within the overall network architecture, in a way that covers the security needs of WSN medical scenarios and the dynamic nature of context changes. The basic security issues that need to be addressed are the confidentiality and integrity of the data collected. Controlled data disclosure requires authentication and access control to be provided. Trust relationships must be defined, established and maintained to serve as the basis for decisions on cooperation and communication of data. 

Our proposed security framework is designed to cover the complete set of WSN security requirements. For security services, existing protocols and mechanisms are utilised based on their suitability according to the specific requirements, such as confidentiality and integrity. For privacy services, the focus is on a context-aware mechanism for controlled information disclosure. For trust establishment, a flexible mechanism is used. The security framework exhibits the core properties of adaptability, scalability, and context awareness both as a whole and in each component.

This paper is organised as follows: Section II presents the example scenario of the ‘wireless hospital enhanced professional communication’ application space and the motivation behind the proposed security solution. Section III provides a description of the security framework within the e-SENSE protocol stack, privacy mechanisms, the trust establishment process, and mechanisms for providing flexibility, scalability and context-awareness. Section IV describes the configuration required for the security framework in the example scenario, and analyses its adaptability and context-awareness properties with respect to the communication flows. A review of related work is presented in Section V, while Section VI includes the security analysis of the framework, its evaluation, and some remarks on future work.
II. The Medical Scenario 

Within the wide application space of healthcare and medical systems, we selected an example scenario for applying the proposed WSN security framework. The ‘wireless hospital enhanced professional communication’ scenario, herewith referred to as the backup shift assistant scenario [2], is depicted in Figure 1. It entails the collection of both information about vital functions and of location, and aims both at patient monitoring and at enhanced coordination of healthcare personnel. 

WSNs are used to gather and communicate context information in order for a physician (Robert) to be able to monitor the patient’s health status and contact the next experienced colleague available in the hospital or at home if a severe patient condition comes up that he cannot deal with. Through the WSN application, the experienced colleague is informed both of the condition of the patient, and of the location and mood (e.g. stress level) of Robert, in order to be fully informed when he arrives for assistance.

In this scenario, BSNs are applied both on the patients, to monitor their vital functions, and on the physicians, in order to assess their availability in terms of stress level and location. ESNs are deployed for localisation of the healthcare personnel. The physicians communicate through mobile devices that provide them with an interface to all information received and act as the gateways of their BSNs.
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Fig. 1. The backup shift assistant scenario [2]

It can be seen from this example scenario that network nodes with highly diverse capabilities are utilised: from simple BSN and ESN nodes to handheld devices and hospital terminals. The collected information has different security requirements according to its type and to the context of each communication. For example, depending on the location of the physicians, who can either be in public spaces or in their home environments, different risk is associated with eavesdropping on communications within their BSNs. The first observation imposes the need for a highly customisable and scalable security solution which also should lead to energy savings, while the second for context awareness and adaptability of the security mechanisms. These requirements were the main motivation behind the proposed security framework.

III. Proposed Novel Scalable Security Framework

To deal with diversity in the types and capabilities of nodes and the security requirements, as explained in the example scenario, the security framework exhibits the following core properties:

· Flexibility and Scalability – the framework is reconfigurable in order to provide the most suitable levels of security, trust and privacy functionality for different node architectures, hardware limitations, user requirements, and application spaces. Essentially, different versions of the framework can be deployed for the network components, providing varying levels of functionality.

· Context awareness and adaptability – ensuring that the system works at the best of its capability, taking into account the trade-off (varying with time) between device constraints, context (e.g. service or location) and users’ preferences, which are assumed to also be context information. Essentially, the security protocols and primitives that are used for each communication after the network deployment are selected according to the context of the communication and with minimum energy consumption in mind.

Figure 2 shows the proposed security framework within the architecture of the e-SENSE protocol stack [1].  The architecture is divided into four logical subsystems (connectivity - CO, middleware – MI, management - MA, and application - AP) designed to facilitate cross-layer optimisation. Each subsystem comprises various protocol entities, which offer services at various access points to other subsystems, and can be combined in many ways to configure the protocol stack according to the sensor node’s role and application requirements. The MA subsystem entity that implements the proposed security framework is the Security Manager. It is cross-layer and context-aware, given that context information is made available by other network entities such as Location Positioning and the AP Subsystem. To satisfy the flexibility property, a toolbox approach is taken for the Security Manager, which is designed to be configurable regarding the modules that it contains. Flexibility is ensured by enabling the role, capabilities and security needs of each node in the network to determine the subset of Security Manager components which reside in the node. Extended and scaled-down versions have been defined and shown on Fig. 2, with the scaled-down version preserving only the lightweight security components that simple sensor nodes should be equipped with.
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Fig. 2. Adaptive Security Framework within the e-SENSE protocol stack - Scaled-down and Extended Versions

The Protocols and Mechanisms component is the most fundamental, since it contains the security primitives necessary to implement several security protocols in a way that is transparent to the layers above it. The context awareness and adaptability properties of the framework are provided by the Security Agent, responsible for assigning the most suitable security level for every message exchange according to the available context information (location, available energy, service type, etc). The security levels that have been defined to determine the mechanisms and protocols that are used to provide authentication, encryption, message freshness and integrity are described in Table 1. Essentially, the higher the security level, the stronger the primitives for protecting the communication, and the higher the cost for applying security to a message exchange. The security level is re-evaluated by the Profile and Rule Agent and communicated to the Security Agent whenever there is a change in the network state, the device state, the surrounding context or when the user requests a different level of data protection. The most appropriate security level is determined as a trade-off between the application/user requirements, policies, context, power and computational constraints.

The Privacy Agent is responsible for determining if, and in what form, data should be disclosed, and for invoking the Privacy Safeguard Mechanisms that filter data before any disclosure, either by allowing or forbidding it, or by pseudonymising it. It applies the appropriate mechanisms by evaluating the current requesting party, user role, their locations, and other related context data against the Privacy Policies [3]. Privacy level flags can be used to indicate how particular pieces of sensitive data of varying granularity should be handled. 
	Security Levels
	Protocols and Mechanisms

	Low – provides non-privileged services and allows exchange of non-sensitive data
	· Symmetric network-wide and group keys for authentication.

· Optional Encryption

· 0/32 bit integrity

· Optional freshness

	Medium - provides limited protection, even if the data exchanged within the WSN is not necessarily sensitive
	· Symmetric link keys, μTESLA for authentication 

· 32/64 bit integrity

· Relative freshness through message sequence numbers

	High - provides privileged access to services and/or exchange of highly sensitive data.
	· Asymmetric encryption

· 64/128 bit integrity

· Strong freshness  through timestamps


Tab. 1. Security Levels and Mechanisms

Decisions on the cooperation between nodes are based on their trust status, as determined by the Trust Agent according to the network pre-configuration. The Trust Establishment Mechanisms block is responsible for determining the trust status of unknown nodes, for which no pre-deployment knowledge exists. It implements a flexible trust establishment process, which allows either for the establishment of hierarchical trust relationships through the use of certificates signed by offline trust managing authorities, or for cooperative trust evaluation through the use of recommendations [4]. It is an independent security service, performed by the Trust Agents of the communicating parties.

Finally, the Privacy and Trust Assistant is an application support component with interactive GUI existing only in user-related full-function nodes. It provides the interface between the user and the device for configuring privacy policies and trust relationships.

Overall, the security framework ensures that the properties of flexibility, adaptability and context-awareness are satisfied both in the overall architecture and in each component. The example scenario serves to demonstrate how the framework can uniformly support, via proper configuration, simple nodes, cluster heads and gateways to B3G networks. The next section shows how the Security Manager and its modules can be configured for each node in the scenario in order to optimally fit its security needs and how they adapt according to the context information available in each communication in the data flow.
IV. Application of the Security Framework to the Medical Scenario

The toolbox approach that is adopted for the design of the Security Manager, and the configurability that it allows, enables the application of the security framework to all network components. The capabilities of the nodes and their role in the network determine which version of the Security Manager they are equipped with. The extended version of the security manager resides in the handheld devices of the physicians and the hospital terminals. The end sensor nodes of the BSNs and ESNs have the lightweight, scaled-down version. 

The Security Managers residing in the handhelds and hospital terminals are responsible for defining the level of security and trust services for the communications with the WSNs on the one hand and external networks on the other. The Privacy and Trust Assistant on these devices allows physicians to set up rules for disclosing sensitive information to other networks and different requesting parties, and for the anonymisation of data. The scaled-down version residing in sensor nodes from the BSN and ESN, because of the very limited power, memory and computational capabilities, only performs a specific security mechanism as requested by the security mechanism in the handheld device.

Once the network has been deployed, the most powerful nodes are the ones responsible for performing context-aware and adaptive security management: i.e. receiving the required context-related inputs, applying the rules and making decisions on the appropriate security primitives to be used and protocols to be applied. Figure 3 shows the information flow of the example scenario and the context information that is required by each device to decide how each message exchange will be protected and how the privacy of the user will be preserved. Table 2 summarises the high-level context information and context rules that are applied. A distinction is made between ‘static’ and ‘dynamic’ context data. Static context data changes only infrequently, and could be manually configured (e.g. Robert’s current role). Dynamic context data can change at any time, and is usually automatically detected (e.g. the patient’s vital functions).
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Fig. 3. The use of context information for security management in the backup shift assistant scenario

	
	Context data
	Profile and Rule Agent (example of context-aware rule)

	1
	Patient’s Vital Functions 
	Release vital functions measurements to doctor on shift and nurse on shift only

	2
	Patient’s Indoor Location
	Show indoor location to doctor and nurse on current shift only

	3
	Type of service 
	If current service is recommended by the hospital, trust level=trusted 

	4
	Robert’s Mood 
	If mood=stress level, show to medical staff on current shift only 

	5
	Robert’s Indoor Location
	Show indoor location to nurse on current shift only

	6
	Robert’s preferences
	Send mood data only to selected colleagues

	7
	Robert’s role 
	Robert’s current role is main doctor 

	8
	Colleague’s role
	Colleague’s current role is back-up doctor

	9
	Colleague’s Outdoor Location
	Show outdoor location to Robert only

	10
	Colleague’s preferences
	Show location only if current main doctor has mood=stress level

	11
	Colleague’s Location
	If location is public and remaining energy in all nodes is higher than 
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Tab. 2. High level context information and rules applied to the information flow of the backup shift assistant scenario 

Some context rules are used by the Privacy Agent to determine how particular pieces of sensitive data should be treated before disclosing (more details can be found in [3]). For example, the first context rule, which is enforced by the patient’s terminal, sets the disclosure conditions for the information collected by the patient’s BSN about his vital functions. For this high-level rule to be evaluated and applied, information from different sources is required: The hospital’s network has to provide information about the medical personnel on the current shift and their associated credentials, the application subsystem has to receive and delegate a request by some other entity for the patient’s vital functions, and the BSN nodes have to provide the vital functions measurements.

The first context rule is also relevant to the Trust Agent of the patient’s terminal. Since the medical personnel in the current shift (Robert) may carry and make a request for information from an unknown handheld device, a trust establishment process may need to be initiated before information is disclosed. The trust establishment process of the framework would either require Robert’s device to provide a valid certificate signed by a trust managing authority, or one or more third party nodes which the  patient’s terminal is preconfigured to trust would need to provide positive recommendations for Robert’s device (more details can be found in [4]). The trust managing authority of the first case could represent the hospital or the medical service provider, while the third party nodes of the second case could be the same nodes that provide credentials of the medical personnel on the current shift.

The Security Agent provides adaptability in the security mechanisms used through applying context rules such as Rule 11. This rule, evaluated and enforced by the colleague’s handheld device, determines the security level for the communications with his BSN nodes. The evaluation of this high-level rule requires information about the current location, provided by the Location and Positioning component of the Management Subsystem of Figure 2, and about the remaining energy of the BSN nodes, provided by their Node Manager components. Once it has been evaluated that the location is public, the rule requires that the device increases its own security level and also requests that the BSN nodes should increase their own. Figure 4 shows the process for the evaluation and application of the rule by the coordinator node when moving from a private to a public location. 
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Fig. 4. The evaluation and application of Rule 11 by the BSN coordinator node

It should be noted that none of the context rules are evaluated by the sensor nodes. Since most require gathering inputs from different entities and making high complexity evaluations, those rules apply only to the nodes that have the extended version of the framework. In this way, although context awareness and adaptability comes at a cost, the sensor nodes avoid much of this cost by only being assigned with the most lightweight tasks of the framework. At the same time, the more powerful nodes are responsible for making optimal use of the sensor nodes’ resources through adjusting their security behavior.
V. Related Work

While the application of WSNs in medical scenarios is an active research area, to our best knowledge there are only a few published works on security and privacy frameworks for WSNs integrated with B3G systems and aiming to provide complete solutions [5,6]. These do not offer flexibility, adaptability and context-awareness for all security, privacy and trust services for WSNs. Solutions have been proposed for trust management and privacy protection in B3G healthcare systems [7,8], but cannot be directly applied to resource-constrained sensor nodes due to the communication and processing overheads they would impose.

There are nevertheless works targeted for WSNs and touching on aspects related to security, privacy and trust. Privacy protection schemes mainly focus on location privacy and either interfere with network routing [9], or introduce intermediaries for data anonymisation or delayed disclosure. Unlike those solutions, our proposed security framework deals with privacy issues without interfering with the network structure or the data flow.

The trust establishment frameworks proposed for ad hoc networks can be classified into two categories according to the scope, purpose and admissible type of evidence - certificate- and behaviour-based frameworks. However, very few of these frameworks are targeted for sensor networks, having acceptable resource requirements and supporting pre-established and stable trust relationships between clusters [10].

Security protocols and mechanisms that have been proposed for WSNs, such as TinySec[11], MiniSec[12] and ZigBee[13], often provide for some degree of flexibility. However, they do not provide for the dynamic management of security according to context, and are therefore complementary to our work. 

VI. Analysis, Evaluation and Future Work

Our proposed security framework fulfils the complete set of security requirements that integrated WSNs have in real-world medical scenarios. As demonstrated in the application of the security framework to the example scenario, it includes components for securing communications, for flexible trust establishment, and for controlled information disclosure. It should be noted that the framework does not introduce low-level security solutions, such as security algorithms or key management schemes. It is rather a scalable framework for the integration of a complete set of security mechanisms that allows for flexibility, context-awareness, and adaptability in the way that they are applied.

The flexibility requirement was derived from the observation that in realistic WSN scenarios, diversity exists in the roles and capabilities of the nodes. The requirement was satisfied through the toolbox approach that was adopted for the design of the framework, where security services are provided by separate components. The dependencies between the components were studied in order to form extended and scaled down versions of the framework, and thus to provide the most suitable levels of security, trust and privacy functionality for the different nodes.

The context awareness and adaptability properties enable the selection and application of the most appropriate level of security, privacy and trust according to the current context. Without this adaptability the standard security approach provides the highest required level of protection at all times. This property of the proposed framework should achieve significant savings in resources, and in particular battery power. By only providing the protection that is strictly necessary according to the context, significant security processing and communications overhead can be saved. The framework enables self-reliance and minimizes the need for maintenance by providing for self-configuration of nodes according to their individual context and defined policy.
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Fig. 5. Response Time vs Number of context attributes [14]

To estimate the influence of the complexity of the context attributes in the privacy protection framework, a study has been made into the performance of privacy protection for scalable versions of the Rules Agent. Simulation scenarios for 50, 100, 150 and 200 applicable rules and 3, 6 and 10 context attributes have been tested, using a Pentium 4 - 2.4 GHz processor with memory of 512 MB and with Java in a Windows XP environment. Fig. 5 illustrates how the response time for different numbers of applicable rules depends on the semantic richness of the context [14]. The “Response” time in our discussion is defined as from placing the request for user sensitive data until the data is filtered by the privacy safeguard; requested data is found and ready to be processed further according to the decisions from the privacy protection. The results can serve as guidelines for system design for privacy protection mechanisms on sensor nodes with diverse performance capabilities.

Clearly, the context awareness and adaptability properties come at a cost. For this reason, although the adaptability property applies to the network as a whole, its enforcement through the evaluation of the current context is set as a responsibility of the more powerful nodes. The security framework is designed to apply this distribution of the security cost to all security operations, in order for the simple nodes to be assigned only with the most lightweight tasks of the framework. In the medical example that was studied, the BSN nodes only execute the security protocols of the security level that their gateway has set, trust and accept recommendations for new sensor nodes only from the gateway, and perform no privacy protection operations.

The actual level of the claimed benefits will need to be validated in practice, as will the effect of the usual WSN constraints. The above discussion has shown that the framework holds promise. However, the potential benefits are affected by many complicated factors that are difficult to assess and are often highly application-specific. As a first step, we intend to implement a simple version of the framework and focus on obtaining evidence for at least one scenario that the potential costs, such as processing and communication overheads for security, privacy and trust management, are outweighed by the benefits, such as savings in battery power from avoiding implementation of unnecessarily high security. Due to the simplifications that will be necessary, this will not give direct validation of the framework. However, it should provide evidence that there is potential in this idea, and form the basis of future, more complete, evaluations.
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